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Introduction
Collaboration across disciplines, the increasing size of those collabora
tions, and the application of information technologies to scientific prob
lems have contributed greatly to the data-intensive nature of scientific
research. These trends have reduced the relevance of distance, allowed
scientists to share resources remotely, and increased both the complex
ity and quantity of research data. They have also created numerous
challenges for the sharing and reuse of data through data repositories.
When institutions create repositories, they do so with several goals in
mind: grant fulfillment, peer review, long-term archiving, disease man
agement, daily scientific practice, the leveraging of scarce or endangered
resources, and the exploiting of large infrastructures.
Tools for data mining and analysis foster the integration of existing

datasets to answer and promote new lines of inquiry, enable multidisci-
plinary research, and facilitate educational efforts. Data may be archived
within the research group, by an external organization, or in an institu
tional repository. Increasingly, it is not just researchers who reuse data,
but also educators, policymakers, and the general public. Making data
broadly available can promote public understanding of science, evidence-
based advocacy, educational uses, and citizen-science initiatives.
Promoting the effective sharing of data is increasingly part of national
and international scientific discourse and held to be essential to the
future of science (Interagency Working Group on Digital Data, 2009).
Funding agencies argue that data sharing promotes the wisest use of
public resources by reducing repetitive collection of expensive or sensi
tive data. Examples include datasets collected in fragile areas of the
world, with national security implications, from unique circumstances
such as natural or human-made disasters, or composed of rare or com
plex samples. In short, data sharing furthers the spirit of inquiry with a
focus on interoperability and reuse by making experimental and obser
vational data available (at least to the scientific community) and thus
verifiable and replicable.
National initiatives to develop both an infrastructure to facilitate

data sharing and a culture of sharing are gradually emerging (Research
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Information Network, 2008) but the sharing of datasets is not simple nor
is it practiced across all scientific disciplines. Data sharing is not uni
versally practiced for numerous reasons. Organizations, as well as indi
vidual researchers, may consider themselves to be either friendly
competitors or rivals for funding, leading them to view their data as a
source of competitive advantage (Chaplin, 2004). Data and other by
products of research represent important and sometimes invaluable
intellectual capital; dissemination strategies should be synchronized
with the mission of the organization that collected the data (Association
of Research Libraries, Association of American Universities, Coalition
for Networked Information, & National Association of State Universities
and Land-Grant Colleges, 2009). Individuals and organizations may fear
being perceived as incompetent or inefficient if they have not extracted
the full economic and institutional value from the data they share; fur
ther, organizations worry that trustees, donors, and other shareholders
would not approve of unrestricted access that allows others to "free-ride"
on institutional data resources (Hammond, Moritz, & Agosti, 2008, p. 3).
Another concern is that data sharing may open up researchers to criti
cism of data collection methods and their research in general.
Minimally, for data sharing to be effective, the datasets must satisfy

three criteria: persistence, longevity and sustainability, and quality
(Interagency Working Group on Digital Data, 2009; Klump, Bertelmann,
Brase, Diepenbroek, Grobe, Hock, et al., 2006). In other words, the data
(and their location) must be findable over time via consistent pointers,
preserved and accessible for the long term, and of sufficient quality to be
usable. To meet these criteria, data repositories require the development
of appropriate technical and organizational infrastructures for storage
and retrieval, incentives for researchers to deposit and use the data, and
enforceable policies. (Research groups and projects, academic and
research institutions, funding agencies, and disciplinary bodies and soci
eties may all have relevant data sharing policies.) Although the tech
nologies exist to archive large datasets, making them readily accessible
and easily described is not a trivial undertaking.
Many disciplines have successfully encouraged data sharing through

its integration into the publication and peer review process (Piwowar &
Chapman, 2008). For example, the Inter-university Consortium for
Political and Social Research (ICPSR) has been active in archiving social
science datasets, migrating them as necessary, and providing training
for researchers from around the world in their use. In some disciplines,
archiving data is a prerequisite for publication. A recent survey of the
policies of journals in a subdiscipline of biology found that three quar
ters of the journals surveyed had at least some mention of a data shar
ing requirement for publication in the journal (Piwowar & Chapman,
2008). However, such policies do not always seem to work uniformly or
effectively; one survey found that 28 percent of genetics researchers
were unable to confirm published results because they could not access
the relevant data (Campbell, Clarridge, Gokhale, Birenbaum,
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Hilgartner, Holtzman, et al., 2002); many junior scientists reported in a
2006 survey that they had experienced data withholding (Vogeli, Yucel,
Bendavid, Jones, Anderson, Louis, et al., 2006). In short, responsibility
for making data available varies widely from discipline to discipline, and
within disciplines, with differing formats, practices, and costs (and bear
ers of those costs).
For the information professions, several practical, significant ques

tions arise around data sharing. These are intersections of storage,
retrieval, preservation, management, access, and policy issues. The
design and deployment of storage and retrieval mechanisms, metadata
schema for data description, long-term preservation for data archives,
the education of data curators and users, development of institutional
and organizational policy, and access and use of repositories are some of
the problems with which information professionals engage. More broadly,
data sharing raises questions about the nature of research itself—the
role of the public and the private sectors, citizen participation in the
heavily taxpayer-supported scientific process, and the equitable distribu
tion of the results of the research enterprise. Taken together, these dis
parate, complex challenges constitute the data sharing problem.
In this chapter we explore the many strands of data sharing and its

myriad technical, social, ethical, and policy challenges. We focus specifi
cally on the natural sciences, although many of the issues we discuss
may be of equal relevance to the social sciences and humanities. We dis
cuss the nature of data and the life cycle of creation and use, scale, for
mats, and provenance and the research problems these issues present.
We then explore the policy, technical, ethical, and organizational dimen
sions of data sharing, present several case studies of data sharing in
action, and conclude with an overview of current and future directions,
including the use of Web 2.0 for data sharing and archiving.

Structure of the Chapter
Data sharing crosses many disciplines, professions, and literatures; at
its core it is a sociotechnical enterprise. In framing this chapter, we
found that this divergence presents a number of structural problems for
both the writer and the reader in exploring the issues. Thus, we intro
duce a framework with which we explore the issues, noting that we
could have presented the same information in many other ways.
We begin by discussing the nature of data—formats, the context in

which they are created, measures of their quality, and their persistence
(or lack thereof). We then explore aggregations of data into repositories,
or data collections, and the nature of those aggregations.
Not surprisingly, the technical needs of data sharing command a con

siderable amount of resources, human and otherwise. We call this layer
the technical infrastructure. The technical infrastructure for data shar
ing is a rich field of research. Most of the communities that have built
data sharing infrastructures have developed unique solutions
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(Rajasekar, Marciano, & Moore, 1999). Although this may seem waste
ful, and some approaches undoubtedly are, there is no single infrastruc
ture that will serve all of the varying needs of the scientific community.
Infrastructure, which encompasses hardware, software, data formats,
and protocols, needs to be built, implemented, and evaluated based on
how the data are to be used (Geschwind, 2001). For technical infra
structure, we explore the three minimal criteria that Klump and col
leagues (2006) articulate for data sharing: persistence, longevity, and
quality. Data should be described, stored, accessible, and secure for
these criteria to be applied.
The major interactions that need to be addressed in a technical infra

structure for data sharing include data discovery, data access, data con
text, data integrity, data security, and data management. We refer to
this as the access and discovery layer. Descriptive standards, metadata,
vocabularies, the context of creation and storage, and identifiers for data
and their locations are critical to making data persistent, discoverable,
and accessible.
The institutional, professional, and social conditions under which

data are created and shared permeate these other layers, but can be
most clearly explicated separately from the technical dimensions of data
sharing. Many researchers are understandably concerned about the
overhead entailed in making data publicly available, having their data
used by other researchers before the data producers publish their find
ings (Toronto International Data Release Workshop, 2009), and the ways
that outside (i.e., outside of the researcher's workgroup) entities manage
data. They may also be concerned about the security of sensitive data in
institutional repositories. Research ethics, disciplinary norms, complex
institutional networks (including private and public partnerships), and
resources (human and otherwise) for making data available can serve as
either barriers or incentives for data sharing. Access policies and mech
anisms also need to be developed that appropriately reflect the value of
research data, particularly in the university setting. At this human
infrastructure layer, explicit concerns about intellectual property, ethics
and privacy, access and use policies, business models, sustainability, sci
entific practice, and professionalism arise. We conclude with a discus
sion of evaluation and suggest future research directions.

The Nature of Data

Defining Data
Data sharing begins with, of course, data. Although research data can be
generated digitally, on paper, or in some hybrid form, most of the litera
ture on data sharing focuses on data that is generated digitally. We gen
erally adopt the definition of data as put forth by the U.S. National
Science Board (NSB) (2005, p. 9): "any information that can be stored in
digital form, including text, numbers, images, video or movies, audio,
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software, algorithms, equations, animations, models, simulations, etc.
Such data may be generated by various means including observation,
computation, or experiment." Hilgartner (1995) argues that data should
be construed more broadly because conflicts over access have included
tangible artifacts such as biological reagents and molecules, instrumen
tation, and other key resources. Including these artifacts is beyond the
scope of this chapter. Data are inherently collective and come in sets—
the collation of many individual data. In most scientific research, a
researcher would need a number of datasets or databases. We refer to
these sets of datasets as data collections.
Data collections "refer not only to stored data but also to the infra

structure, organizations, and individuals necessary to preserve access to
the data" (U.S. National Science Board, 2005, p. 9). The NSB has devel
oped a hierarchy by size of collection types: research data collections, com
munity data collections, and reference data collections. We acknowledge
that this hierarchy is not used by data creators themselves but, because
this language is prevalent, we use the terms to structure discussion.
The process by which data are created, analyzed, and managed is

complex; the experimental and observational data collection process is
often referred to as the data life cycle. In general, although there may be
significant differences in the individual stages, the life cycle is assumed
to encompass the experimental design and capture, cleaning/integra
tion, analysis, publication, and preservation processes, which occur in
an iterative fashion.
The life cycle approach has been recognized as important to data

preservation and sharing because active intervention early in that life
cycle is essential for successful preservation (Beagrie, 2006).A high-level
hypothesis or research question should be broken down into tasks that can
be performed with appropriate workflow and data analysis. In e-science,
such experiments are conducted in silico (performed computationally)
but the same life cycle exists (Wroe, Goble, Greenwood, Lord, Miles,
Papay, et al., 2004). However, different kinds of data (and disciplines)
have different life cycles. Wallis, Borgman, Mayernik, and Pepe (2008)
argue that the number of individuals and institutions involved at each
stage of the life cycle increases as the complexity of the data increase.
The cumulative weight of decisions made at each stage determines what
is available at the next stage, how it is handled, and the purposes for
which it is useful. Although the data themselves may be more or less
easily depicted through various descriptive processes, documenting the
decisions at each stage of the life cycle, and describing that cycle in
detail, is more problematic and not easily automated (Borgman, 2007;
Higgins, 2008; Wallis et al., 2008).

Format

Scientific data can be numeric, text-based, audio, video, or still images,
depending on the nature of the studies that generated them. Data may
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be represented in a variety of formats that are domain- and community-
dependent. Many communities have developed a set of standard formats
to facilitate data sharing and system interoperability (Gardner, Toga,
Ascoli, Beatty, Brinkley, Dale, et al., 2003; Westbrook, Ito, Nakamura,
Henrick, & Berman, 2005). Researchers in astrophysics and genomics,
for example, have a known set of widely accepted file formats that facil
itate both data sharing and data archiving (Interagency Working Group
on Digital Data, 2009).
Since the 1990s, the scientific community has been aware that effec

tive data sharing depends on standard data formats and tool sets to
build, read, and manage the data (Gardner et al., 2003; Rew & Davis,
1990). During the research life cycle, the original, raw data are often
processed and transformed into a reduced or derived data product
(Research Information Network, 2008). The wide variety of data formats
used in different scientific disciplines is a barrier to data mining and
sharing; conversion between different formats requires a substantial
effort (Mann, Williams, Atkinson, Brodlie, Storkey, & Williams, 2002;
Shiffrin & Borner, 2004). The ease or difficulty of data reuse, as well as
the probability of long-term access and persistence, depends on the com
plexity and transparency of the file format itself (Abrams, 2004).
Because formats depend on specific technologies and are bound to both
a software environment and a hardware infrastructure for rendering
and processing, changes to the format or to the environment can make
the underlying data unrecognizable and unusable. One study, not sur
prisingly, discovered that it was easier to convert data in open formats
such as Tagged Image File Format (TIFF). But the researchers also dis
covered that even open formats can have a proprietary, and thus secret,
set of tags that may not be supported in future versions; they may also
lack documentation for migration or conversion (Lawrence, Kehoe,
Rieger, Walters, & Kenney, 2000). Because they manage and archive
large collections of heterogeneous digital files, the Library of Congress;
the National Archives of England, Wales and the United Kingdom;
OCLC; and the National Archives ofAustralia have each developed sep
arate sets of criteria for assessing the risks associated with formats.
Although these four criteria differ in terms of complexity and thorough
ness, a consensus exists that archival formats should be well docu
mented and well understood; not wholly owned by a single commercial
entity; widely adopted to increase the probability of commercial tools for
migration and to ensure a long usage cycle to avoid repeated, short-term
migration; self-contained; and not reliant on a specific technical envi
ronment (Kowalczyk, 2007).

Context

Context is defined as the information that documents the relationships
of the data content to its environment (Consultative Committee for
Space Data Systems [CCSDS], 2002). Context can include descriptions
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of the purpose of the data, its quality, formats, and many other vari
ables. In short, context documents how datasets fit into their physical
and technical environments (file formats and field descriptors) as well as
into the scientific environment (experiment treatments and applica
tions). Representing context—creating the relevant metadata—is as
essential as representing datasets themselves. Moore, Baru, Rajasekar,
Ludaescher, Marciano, Wan, and colleagues (2000a) contend that con
text, maintained in a representation that is not dependent upon the for
mat of the data it describes, is a significant component of a persistent
data infrastructure. As part of a project to develop a data sharing envi
ronment for a community of biologists, Chin and Lansing (2004) describe
the context necessary for successful collaboration: biologists need to
understand the relationships between the data and software applica
tions, experiments, projects, and the scientific community. The specific
properties of the data that should be included in the context are: general
dataset properties (such as owner, creation date, size, and format);
experimental properties (conditions and properties of the scientific
experiment that generated or is to be applied to the data); data prove
nance (the relationship of data to previous versions and other data
sources); integration (the relationship of data subsets within a full
dataset); analysis and interpretation (such as notes, experiences, inter
pretations, and knowledge generated from analysis of data); physical
organization (the mapping of datasets to physical storage structures
such as a file system, database, or some other data repository); project
organization (the mapping of datasets to project hierarchy or organiza
tion); scientific organization (the mapping of datasets to some scientific
classification, hierarchy, or organization); task (the research task(s) that
generated or applies to the dataset); experimental process (the relation
ship of data and tasks to the overall experimental processes); and user
communities (different organizations' applications of the datasets) (Chin
& Lansing, 2004).
These properties are represented in specific standardized formats,

often unique to each scientific domain. Some are semi-structured repre
sentations for the digital objects and the data collection using an open
schema definition (Moore, Baru, Rajasekar, Ludaescher, Marciano, Wan,
et al., 2000a, 2000b). Some are multilevel representations with dataset
level and variable/attribute level metadata (Jaiswal, Giles, Mitra, &
Wang, 2006). Others are represented as graphs (Chen & Kotz, 2001), as
topic maps (Goslar & Schill, 2004), as semantic networks (Henricksen,
Indulska, & Rakotonirainy, 2002), or as trees (Gardner, Goldberg,
Grafstein, Robert, & Gardner, 2008).
Creating and documenting this context is usually a manual effort.

The researcher who creates the data can also create the metadata
needed for preservation in a repository. Traditionally, this process has
been a one-time event. However, new social networking paradigms of
user-contributed metadata are emerging; collections are beginning to
ask subsequent data users to add information via textual annotations
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(Chin & Lansing, 2004; Ives, Halevy, Mork, & Tatarinov, 2003; Jaiswal
et al., 2006; Michener, Beach, Bowers, Downey, Jones, Ludaescher, et al.,
2005; Myers, Allison, Bittner, Didier, Frenklach, Green, et al., 2005) as
well as visual annotations over images (Chin & Lansing, 2004).
Research communities are developing algorithms and processes to gen
erate dynamic community vocabularies and ontologies automatically,
from both the human-generated metadata and the data themselves, for
data integration and discovery in data collections (Jaiswal et al., 2006).
The goals of automated context creation are to generate more accurate
and consistent data, to create sufficient context for precise data discov
ery, and to ease the burden of creating metadata from the contributing
scientist (Michener, 2005).

Data Integrity
Data integrity is the expectation of data quality—that is, the assurance
that the data are whole or complete, consistent, and correct. Data
integrity includes both intellectual and technical wholeness and can be
compromised by human errors at any stage of creation and use. Because
correcting data is always expensive, the best practice for all information
systems is to ensure that the data are correct from the beginning
(Galloway, 2004). Ensuring the integrity of the data is a significant fac
tor in establishing trust within the designated community and the level
of use of a data collection (Lyon, 2007).
Green and Gutmann (2007) advocate for collaboration among local,

institution-based repositories, the data collection repositories, and the
researcher that would both simplify and enhance the quality and the
integrity of the data. Their model of the research data life cycle (discov
ery and planning, initial data collection, final data preparation and
analysis, and publication and sharing) is designed to optimize persistent
access to data. By involving the repository in all phases of the research
project, from conceptualization and grant writing through publication,
they argue that integrity issues such as data creation rules, processing
requirements, data standards, and data confidentiality can be addressed
early, creating a set of data and metadata with integrity and quality that
is ready for long term archiving within repositories (Green & Gutmann,
2007).
Fixity is a significant data integrity issue because digital data can be

changed easily, either maliciously or inadvertently (Hedstrom &
Montgomery, 1998). Gladney (2004) argues that to ensure integrity the
repository must be able to guarantee the fixity of each object.
Technically, this is a simple process that includes creating a checksum
or a digital signature for each object, be it a data file, a configuration file,
rendering software, or documentation. The checksum should be created
before the data are placed into the repository, stored in the repository
with administrative data about the data object, and validated by a
process that calculates the checksum for each digital file and compares
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it to the saved checksum on a regular schedule, reporting errors to the
repository managers (Kowalczyk, 2007).

Versioning
Discussions of data sharing have generally focused on final data. The
National Institutes of Health (NIH) defines "final data" as "recorded fac
tual material commonly accepted in the scientific community as neces
sary to validate research findings" (National Institutes of Health, 2003,
para. 4). The NIH accepts only data that support publications and
explicitly excludes paper laboratory notebooks and other artifacts that
document work in progress, even though these represent much of the
data generated in the conduct of science. Much of the emphasis on data
sharing thus focuses on finished or finalized datasets that can be used
by groups and individuals beyond the original creators. However, it is
not always clear which data should be considered final. Treloar,
Groenewegen, and Harboe-Ree (2007) describe a fluid state for data, a
continuum between informal pre-publication and more formal publica
tion. Steinhart (2007) asserts that researchers need to share intermedi
ate and supporting data and proposes that libraries provide both staging
repositories, to allow researchers to add, delete, modify and share as
they see fit prior to publication, and a process for moving completed
datasets to an archival repository.
In some fields it is not sufficient to share the raw datasets; descrip

tors and the tools and methods by which data are generated, analyzed,
and shared must be made available if the data are to be fully useful. The
National Aeronautics and Space Administration (NASA) (1986), in its
work developing earth observation data systems, developed a hierarchy
of data levels to describe the nature of the data: Level 0, unprocessed
instrument data at full resolutions; Level 1A, unprocessed instrument
data at full resolution, time referenced, and annotated with ancillary
information, including radiometric and geometric calibration coefficients
and geo-referencing parameters; Level IB, which are Level 1Adata that
have been processed within the range of the sensor filters; Level 2,
derived environmental variables at the same resolution and location as
the Level 1 source data; Level 3, variables mapped to uniform special
and temporal grid scales, usually with some completeness and consis
tency properties; Level 4, model output or results from analyses of lower-
level data (i.e., variables that were not measured by the instruments but
instead are derived from these measurements). These levels are being
reinterpreted in new domains as data provenance descriptors (Bose &
Frew, 2005) and as text encoding levels (Renear, Dolan, Trainor, &
Cragin, 2009).

Data Persistence
Various terms have been used to describe the process needed to main
tain digital materials over time, including digital preservation, digital
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archiving, and digital curation. These terms are still evolving, are often
used interchangeably, and are defined as "actions needed to maintain
digital research data and other digital materials over their entire life
cycle and over time for the current and future generations of users"
(Beagrie, 2006, p. 4). Because persistence is a significant aspect of data
sharing (Interagency Working Group on Digital Data, 2009; Klump et
al., 2006), data archiving and curation are vital services of data collec
tions (Green & Gutmann, 2007). Persistence through data curation
requires organizational commitment and ongoing stewardship (Lynch,
2003). As an organizational issue, persistence requires long-term com
mitment for staffing, storage, and technology upgrades; thus persistence
requires sustainable funding (Association of Research Libraries et al.,
2009). Digital preservation policy development is a significant indicator
of an organization's support for preservation activities (McGovern,
2007).
Moore (2008) characterizes digital preservation as a method of com

munication with both the future and the past. The conversation with the
future conveys preservation properties such as authenticity, integrity,
and maintenance of an object's chain of custody, so that future systems,
as yet unimagined, will be able to interpret and display the information.
The conversation with the past provides the characterizations of prior
preservation processes and preservation management policies.
Assessing and managing risk are significant components of preserva

tion management policy development. Kenney, McGovern, Botticelli,
Entlich, Lagoze, Payette, and colleagues (2002) have identified four risk
management stages: data gathering (risk identification) and characteri
zation; simple risk declaration and detection; contextualized risk decla
ration and detection; and automated preservation policy enforcement.
Digital preservation risk assessment methodologies include Digital
Repository Audit Method Based on Risk Assessment (DRAMBORA) and
INvestigation of FOrmats based on Risk Management (INFORM). The
DRAMBORA methodology has three stages: identification of preserva
tion objectives, identification of risks along with the probabilities and
impact of the risks, and identification of risk mitigation strategies and
measures (Whyte, Job, Giles, & Lawrie, 2008). The INFORM methodol
ogy defines six classes of risk: digital formats, software, hardware, asso
ciated organizations, the digital repository, and format migration
preservation plans (Stanescu, 2005).

Data Collections
The U.S. National Science Board (2005) broadly defines data collections
as the infrastructure, organizations, and individuals needed to provide
persistent access to stored data. They developed a three-layer typology
of data collections organized by size and scope: research data collections,
community data collections, and reference data collections. Research
data collections refer to the output of a single researcher or lab during
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the course of a specific research project. This collection may or may not
use the data standards of its community or have use beyond its own orig
inal purpose. Community data collections generally serve a well defined
arena of research. Often, standards are developed by the community to
support the collection. At the highest level, reference data collections are
broadly scoped, widely disseminated, well funded collections that sup
port the research needs of many communities. In general, much of the
focus of data research and development (and funding organizations'
interest) has been on the trajectory of moving from local, somewhat
informal research collections to more established, sustainable ones that
can serve broader groups over time.
In the next section we use this framework—research collections, com

munity collections, and reference collections—to describe the functions,
structure, and organizational dimensions of such of datasets. We
acknowledge that many contributors to and users of data collections
generally do not use these terms to describe their own activities and
repositories. Nevertheless, the framework provides a useful way of
describing and categorizing many of the aspects of data collections and
the changes that arise from scaling up and expanding the scope of use.

Research Collections
Research collections, the output from an individual researcher or pro
ject, are most often shared using technologies that are not specifically
designed for sharing scientific data. These technologies include personal
websites, email, electronic mailing lists, and online discussion groups
(Gardner et al., 2003). Discovery of research collections is usually ad hoc,
based on personal relationships or personal knowledge of reputation or
published works (Chin & Lansing, 2004). The quality of the metadata for
research collections varies widely from standardized schema to idiosyn
cratic labeling (Research Information Network, 2008). Data access is via
simple technologies such as email attachments, File Transfer Protocol
(FTP) (either secured or unsecured) or HyperText Transfer Protocol
(HTTP) download. In this informal sharing environment, data security
can be easily negotiated between the parties; however, determining and
enforcing compliance with those security agreements can be difficult
(Gardner et al., 2003). In research collections, the understanding of both
data context and data integrity can benefit from the ad hoc, personal
nature of the data exchange. The context of the data, as has been dis
cussed, is a complicated interchange of implicit and explicit metadata.
Direct communication between the data creator and the data user can
facilitate efficient knowledge transfer. Personal relationships with the
data creator and scholarly reputations typically increase confidence in
the integrity of the data. Good data management practices vary widely
for research collections due to a set of complex interactions among the
technology environment of the academic institution and the nature of
the data context, content, and format.
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A new trend is emerging that might provide a more scalable model for
data sharing for research collections. Academic institutions are begin
ning to develop programs to include data within their institutional
repositories (Lyon, 2007; Parr & Cummings, 2005; Ruusalepp, 2008).
Currently, adoption of institutional repositories as an infrastructure for
storing and disseminating scientific data is not widespread (Lyon, 2007)
but, as the barriers to self-archiving are reduced by streamlining work
flows and simplifying metadata capture, researchers may find a more
formal model useful to share their collections of data (Crow, 2002; Lyon,
2007).

Community Collections
Community collections integrate local, research level collections into
more structured forms with the resources needed to undertake the task.
They often face multiple challenges of standardization of data formats,
metadata, and harmonizing diverse data management practices. To take
one example of such a transitional community collection, coastal
resource assessment and management relies heavily on numerous com
puter applications and data sources that are created and used by local,
state, and federal government agencies; academic units; and nonprofit
organizations. To manage coastal resource information and integrate
data from multiple organizations, a partnership was formed among enti
ties in the state government, Oregon State University, and a regional
nonprofit to produce a data portal entitled the Oregon Coastal Atlas.
This portal was designed to provide access to datasets, mapping tools,
and other resources for decision making and research by interested par
ties. However, even experienced creators and users of the Atlas's data
have had serious problems finding and using relevant data. They are
confounded by multiple versions of the same data over time (not sur
prising for an ever-changing coastline), the inability to find the appro
priate dataset, incomplete or unclear restrictions on use, software and
hardware incompatibility, and integration problems with other data
resources (Wright, 2009).
This case illustrates some of the many technical, policy, organiza

tional, and other considerations in the creation, use, and reuse of scien
tific data, but yet others also exist. For example, a great deal of anxiety
persists in the larger scientific community that researchers will not be
adequately recognized, that data will be reused improperly, and that
data quality in general may suffer (Borgman, 2007; Gardner et al.,
2003). Other concerns include worries about privacy protection for
research subjects that may be identifiable in specific datasets, licensing
agreements, and the legal and policy frameworks within which scientific
data sharing occurs (Eckersley, Egan, De Schutter, Yiyuan, Novak,
Sebesta, et al., 2003). These concerns supplement many of the purely
technical challenges, such as the development of controlled vocabularies
and usable interfaces for simple access and ingest.
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Neuroscience is a discipline in which community-level data sharing
has been successful due to standardization. Palmer, Cragin, and Hogan
(2004) note that neuroscience is highly reliant on the integration of
data—including models, clinical data, and basic science data—across
scales and research products. One initiative, entitled Collaborative
Research in Computational Neuroscience (CRCNS), has been jointly
funded by the National Science Foundation (NSF) and the National
Institutes of Health since 2002 to facilitate the sharing of high-quality
datasets in neuroscience. Researchers polled at the onset of its develop
ment overwhelmingly expressed the need for shareable datasets to
advance their work. Previous data collections in the field focused nar
rowly on specific data types, analytical tools, and neuroimaging data
(Whyte et al., 2008). CRCNS attempts to mitigate problems through a
simple and sustainable administrative structure, a stripped-down meta
data scheme to tag the datasets, peer validation of datasets, and levels
of access control. Subsequent funding is being made available for further
projects that will contribute data to CRCNS. Another community-level
collection through which neuroscience data can be shared is a visual
one—an atlas of the brain that is connected to other kinds of informa
tion (Boline, Lee, & Toga, 2008). Semantic linking and spatial registra
tion link key information to areas of the brain mapped in the atlas.
The Visible Human Project is another such collection with similar

goals—the construction of a suite ofminutely detailed representations of
the human form. The datasets serve as anatomical references to test
medical imaging algorithms; the data have also been used for a much
wider range of scientific and other applications (including virtual reality
and digital art). The long-term goal is to permit visual knowledge of the
human body to be connected with what the National Library of Medicine
(2009, online) calls "symbolic knowledge" (such as the names of body
parts). Other open access medical image repositories are similarly use
ful for purposes ranging from regulatory review to the development of
new methods for data analysis (Vannier, Staab, & Clarke, 2003).
Community-level collections represent an intermediate scale and

scope between the often ad hoc self-archiving initiatives of individual
research groups and large-scale reference collections. These collections
face challenges in obtaining sustainable funding and other resources;
implementation of standards; and the integration of multiple, often
informally managed, datasets from many researchers.

Reference Collections
Reference collections, the broadly scoped, widely disseminated, well
funded collections that support the research needs of many disciplines,
enable data sharing in a highly formalized technical infrastructure. The
underlying technologies are generally opaque with a sophisticated set of
tools with structured processes designed for ingestion, normalization,
and validation of both the data and metadata. These reference collection
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infrastructures provide additional tools for data access, such as searching,
browsing, and downloading. Several of these collections also provide
analysis tools and data readers either to download material for use on the
researcher's own computer or for use within the collection's infrastructure.
The oldest of these reference collections is the Worldwide Protein

Data Bank (wwPDB), the international archive for biomacromolecular
structural data (Berman, Bhat, Bourne, Feng, Gilliland, Weissig, et al.,
2000; Berman, Henrick, & Nakamura, 2003). The wwPDB has a number
of supporting organizations including the Research Collaboratory for
Structural Bioinformatics (RCSB) PDB (U.S.), PDBe (Europe), and PDBj
(Japan) (Berman, Henrick, & Nakamura, 2003). The wwPDB is typical
of large reference collections and serves as an exemplar. Originally
developed in 1971 at the Brookhaven National Laboratories as an
archive for biological macromolecular crystal structures, it grew from
seven to 59,000 structures (as of June 9, 2009) through improved data
gathering technologies, such as nuclear magnetic resonance (NMR), and
through changing research norms. Specifically, changes in the commu
nity's views about data sharing, many journals' requirement to provide
a wwPDB accession code for publication, and funding agencies' require
ment of data deposition for all structures led to the rapid growth of the
data in the wwPDB (Berman, Westbrook, Feng, Gilliland, Bhat, Weissig,
et al., 2002; Westbrook, Feng, Chen, Yang, & Berman, 2003).
With the primary goal of open access to data, a reference collection

such as the wwPDB needs to have a nuanced approach to data security
that balances open access and data integrity. Search, discovery, and data
access are completely open. Anyone with an internet connection and a
web browser can find protein structures; read the research papers; and
download the data, metadata, documentation, and data analysis tools.
The wwPDB has a login function but, rather than restricting or securing
data or functions, it allows users to execute personalized queries either
on command or on a schedule. The personalized data are stored in a
secure server and not shared with third parties. No authorization or
authentication is required to deposit data into the wwPDB. In addition
to the automated tools that verify technical accuracy and compatibility,
the wwPDB embargos new deposits until a peer-reviewed paper is pub
lished, thus ensuring intellectual verification. The wwPDB regularly
reviews the embargoed data and notifies the depositors of the status of
their data (Research Collaboratory for Structural Bioinformatics Protein
Data Bank, 2009).
Reference collections such as the wwPDB have become an integrated

component of the scientific workflow for entire domains by providing
significant incentives for both the deposit of original data and the reuse
of existing data. These reference collections have acquired commit
ments for long-term funding; they have invested in organizational and
management infrastructure to ensure the persistence of the service and
the data.
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Technical Infrastructure

Repositories
For many data collections, a data repository is a significant component
of the technical infrastructure. Through much of the literature on the
technology infrastructure of scientific data sharing, the term repository
refers to a simple data store for datasets (Venugopal, Buyya, &
Ramamohanarao, 2006). We take a broader view and define a repository
as a system and set of services designed as an archive for digital data
with context, fixity, and persistence. Moore and colleagues (2000a;
2000b, online) describe such a digital repository as a "persistent archive"
that is modular, allowing any component to be replaced without affect
ing the rest of the system. The low-level functional components can be
updated as technology evolves so the archive remains stable in the con
text of rapid change. Persistent archives provide repository services to
ensure the long-term archiving of and continuous access to data includ
ing backups, contingency planning, process resumption planning, hard
ware and network redundancy, automatic failover, and site mirroring
(Kowalczyk, 2007). Repository services are mindful of the entire data life
cycle (Hank & Davidson, 2009) and increase in importance as the
amount of data grows (Choudhary, Kandemir, No, Memik, Shen, Liao, et
al., 2000).
Ensuring that a repository is trustworthy has been a significant con

cern of the digital preservation community from its inception. In a sem
inal work, Waters and Garrett (1996) proposed an audit and certification
process to evaluate repository services. Multiple initiatives have
launched criteria and metrics for repository audits as methods of control
and assessment (Day, 2008). In the U.S., the Trustworthy Repositories
Audit and Certification: Criteria and Checklist (TRAC) is a set of digital
preservation best practice criteria used to review the organizational
infrastructure, digital object management, technologies, technical infra
structure, and security of a repository service (Center for Research
Libraries & Online Computer Library Center, Inc., 2007). The TRAC cri
teria are based on four principles: documentation as evidence for audits;
transparency in practice, design, and policy; adequacy of implementa
tion decisions to ensure that the preservation objectives can be met; and
measurability to provide objective goals for evaluation. Several
European initiatives have been undertaken in this arena and some have
international import. For example, Germany has several certification
initiatives including the Network of Expertise in Long-term Storage of
Digital Resources (NESTOR) that evaluates the technical, organiza
tional, and financial characteristics of a digital repository (Dobratz &
Neuroth, 2004) and the German Initiative for Network Information cri
teria that uses visibility of the services, policy, security, authenticity,
data integrity, and metadata as evaluation criteria (Deutsche Initiative
fur Netzwerkinformation, 2007). Ross and McHugh (2006) argue that
much of the effort in repository audit and certification has been to define
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the characteristics of a trusted repository; insufficient effort has been
spent on developing metrics for evaluating a repository within its con
text and environment. They propose an evidence-based evaluation
process using documentary evidence, observation of practice evidence, or
testimonial evidence.
In general, specific technology infrastructures for data collections are

difficult to discern from the data sharing literature. The repository ser
vices provided by data collections are not specifically addressed. The
repository system software underlying data collections is generally
opaque. But a number of digital repository systems exist that are used
or could be used for data collections. The three major repository systems,
DSpace, Fedora, and iRODS, are all open source projects governed by
nonprofit foundations. Both DSpace and Fedora were developed within
the library community and are jointly governed by DuraSpace. iRODS
was developed in the cyberinfrastructure, grid computing, and super-
computing communities and is governed by the Data Intensive
Cyberinfrastructure Foundation (Rajasekar, Wan, Moore, & Schroeder,
2006).

DSpace
Originally a joint project of the Massachusetts Institute of Technology
(MIT) and Hewlett-Packard, DSpace is an open source repository system
for the dissemination of digital research and educational materials
(Smith, Barton, Bass, Branschofsky, McClellan, Stuve, et al., 2003).
DSpace is a three-tiered system with an application layer, a business
logic layer, and a storage layer (Massachusetts Institute of Technology,
2004). The layers have a strict hierarchy. Each layer has its own
Application Programming Interface (API). Authentication and autho
rization are controlled at the application layer. DSpace is specifically
designed to allow different communities within an organization to define
their "space" with a set of depositors and an intellectual organization of
the contents. Access to the content is through a customizable web portal.
DSpace is often implemented as an institutional repository. As a data

repository, it provides a simple interface for both context data entry by
the data producer and for researchers looking for data but, because it
supports only Dublin Core as a metadata format, DSpace has limited
ability to support robust data sharing. However, several projects use
DSpace as their repository platform, including the DataShare project at
the University of Edinburgh and the U.S. National Evolutionary
Synthesis Center's Dryad project (DSpace, 2010).

Fedora

Fedora—the Flexible and Extensible Digital Object Repository
Architecture—was originally developed as a research project at Cornell
University's Computer Science Department with funding by the U.S.
Department of Defense Advanced Research Projects Agency (DARPA)
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and NSF, and was further developed by the University of Virginia
Library and Cornell University through a grant from the Andrew W.
Mellon Foundation (Lagoze, Payette, Shin, & Wilper, 2005). The major
functions of Fedora are Extensible Markup Language (XML) submission
and storage where digital objects are stored as XML-encoded files that
conform to an extension of the Metadata Encoding and Transmission
Standard (METS) schema. Fedora is the underlying repository system
for a number of major digital libraries as well as several data-centric
applications, such as the eSciDoc project for the research results and
materials of the Max-Planck Society and the Islandora project to create
a collaboration and digital data stewardship environment (Fedora
Commons, n.d.).

iRods

The Integrated Rule-Oriented Data System (iRODS) is a data grid
repository system developed at the University of California San Diego to
support data grids, digital libraries, and persistent archives (Data
Intensive Cyber Environments, 2009). As its name suggests, iRODS is a
rules-based system, enforcing management policies that are sets of
assertions about the digital collections. The iRODS Rule Engine inter
prets the management policies that have been expressed as rules deter
mining the appropriate responses to requests, events, and conditions
(Rajasekar et al., 2006). iRODS can function as a stand-alone system or
can be integrated with other repository systems such as DSpace and
Fedora to provide additional preservation functions; because of the
rules-based processing, preservation functions such as format migration
and fixity validation can be automated (Moore & Smith, 2007). iRODS is
the underlying repository system for the production environments for
the Teragrid and the Southern California Earthquake Center and for the
National Archives and Records Administration's (NARA) transcontinen
tal persistent archive prototype (TPAP) project.

Data Storage
For data repositories, storage infrastructure is an important component
of data archiving and preservation. Although storage has become an
increasingly cheaper commodity (Association of Research Libraries,
2006; Atkins, 2003; Hacker & Wheeler, 2007), carefully designing an
infrastructure is important (Brown, 2003; Rajasekar et al., 1999). Moore
and colleagues (2000a, 2000b) contend that a persistent archive needs a
scalable storage infrastructure. Creating an expandable and extendable
storage architecture based on new but proven technologies is the most
efficient and likely the least expensive approach (Moore et al., 2000a,
2000b; Morris & Truskowski, 2003).
Criteria to assess scalability, expandability, and extensibility of stor

age technologies should include longevity, capacity, viability, obsoles
cence, cost, and susceptibility. The criteria can be used to develop a
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matrix to measure media usability both in life span and in technical rel
evance, the amount of data that can be stored, data safety in terms of
environmental trauma and data errors, and the total costs of imple
menting and maintaining the technologies (Brown, 2003).

Infrastructure Models
Data collections have to deal with four types of heterogeneity as defined
by Koutrika (2005): system heterogeneity—different hardware plat
forms and operating systems; syntactic heterogeneity—different proto
cols and encodings within the system; structural heterogeneity—
multiple data models and schemas; and semantic heterogeneity—multi
ple and conflicting name spaces giving different meanings to the same
data and metadata. These multiple heterogeneities result in a recurrent
struggle to find a balance between open access and security, standards
and flexibility, rich metadata, and ease of submission. This heterogene
ity necessitates complex tools to simplify the process of data sharing by
facilitating interactions between data repositories (Ruusalepp, 2008).
The federal government initiated development of large-scale infrastruc
tures to deal with the heterogeneity of scientific data during the 1990s
(Zimmerman, 2003). Much of the early infrastructure provided univer
sal access to the raw data generated by "big science" instruments; the
models that were developed have evolved and now support data gener
ated by a wide variety of methods. Throughout the literature, these
infrastructures are discussed in the abstract.

Centralized Infrastructure

In the centralized infrastructure model, technology and support are
managed in a single organization. All services—data discovery, access,
context, integrity, security, and data management—are delivered
through this centralized infrastructure. The centralized model has a
number of significant benefits including standardization, economies of
scale, and reliability. It provides a standard platform for discovery,
access, and context that is knowable by the designated community; sim
ply put, there is a commonly understood and reliably consistent way of
finding and accessing the data. Acentralized infrastructure can also pro
vide economies of scale. Hardware, particularly storage, has a lower cost
of initial purchase in large quantities. Data loading processes can be
automated, customized, and optimized for large-scale ingestion, which
can reduce costs overall. A centralized infrastructure has the potential
for exceptional reliability. With control from end to end, the infrastruc
ture can be developed with redundancy at every level, with a high degree
of normalization, and with smooth transitions between software compo
nents, which all contribute to a consistent and reliable service.
The centralized infrastructure, however, also has significant draw

backs. Unless there is a robust disaster recovery and business resump
tion plan, the centralized infrastructure is a single point of failure; that
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is, if a critical piece of the infrastructure fails, the service would be
unavailable to researchers. A centralized infrastructure can also be seen
as a monopoly that controls all aspects of the data. Reduced diversity of
input is also possible: A few individuals could have disproportionate
influence over the service interface and functions. Although all shared
data collections require community buy-in, with a centralized infra
structure it is even more vital to serve the needs of the research com
munity. The alternative is massive failure. Ongoing funding can be a
major issue for centralized infrastructure. Although economies of scale
often exist, a centralized infrastructure is generally very expensive to
build and maintain. With a large budget to maintain, it can be difficult
to find funding agencies willing to provide ongoing support in the
absence of significant new and groundbreaking research.

Decentralized Infrastructure

In the decentralized, or distributed, infrastructure model, the technol
ogy and support are independently managed by multiple organizations.
In this model, each organization stores a set of datasets and provides
services. These datasets and services may be overlapping or unique. The
decentralized model implies a diversity of technologies and implementa
tion strategies providing flexibility and creativity in both software devel
opment and end-user functionality. This model allows for multiple
interfaces with different functionalities, permitting researchers to
choose the best system for their work; such freedom of choice, however,
can be more confusing than liberating. In this model, users can become
confused by the different interactions as well as the different data avail
able in each interface. A decentralized infrastructure introduces the
potential for lack of interoperability. Effort must be expended to develop
standards to allow data to be exchanged and merged.
Geographic dispersion can result in multiple redundancies; that is, if

one site and its data are offline, other sites with their data can still be
available. A decentralized infrastructure also implies duplication of
effort in hardware implementation, software development, and manage
ment, which can increase operational costs. Ongoing support in a decen
tralized infrastructure is a complex puzzle. Unlike the large, integrated,
centralized approach, a decentralized infrastructure generally has many
smaller components. With these smaller components, it may be easier to
find funding in a piecemeal manner to replace or enhance a specific com
ponent. Securing large-scale funding can often mean sharing among a
large number of partners, with each receiving a small amount.

Federated Infrastructure

Federated infrastructure was first conceived in 1985 as "an approach
to the coordinated sharing and interchange of computerized informa
tion" implemented with a set of distributed components, minimizing
central authority (Heimbigner & McLeod, 1985, p. 253). The federated
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infrastructure model is a multi-tiered environment with a central
authority and independent yet interconnected partners. This implies an
established distribution of power in which the central authority has a
clearly defined set of responsibilities and control, documented in a bind
ing agreement. The central authority sets standards, resolves conflicts,
and provides resources (Semantic Counteroperability Community of
Practice, 2008; Weill & Ross, 2004). A federated infrastructure provides
a seamless interface to multiple, heterogeneous, and noncontiguous data
sources. This implies a technology infrastructure that can query dis
parate databases, integrate results sets, and manage authentication and
authorization across multiple independent organizations. Federations
are complex, both organizationally and technologically.
A federated infrastructure can be implemented in a wide variety of

configurations. Rajasekar, Wan, Moore, and Schroeder (2004) have
developed a set of ten possible federation infrastructure models. The
occasional interchange is the model with the greatest degree of auton
omy for each partner, using the federation as an infrequent resource. In
the replicated catalog model, each partner in the federation has an iden
tical copy of the metadata catalog and the data; this allows for a high
degree of fault tolerance. The resource interaction model allows a set of
resources such as data or metadata to be replicated between partners.
In the replicated data zones model, a subset of the partners (two or more)
replicate data between themselves to form subnets of redundancy. The
master-slave zones model has a central site, the master, at which new
data are created and then replicated to the partner (slave) sites. This
model provides a high degree of data security but limits the autonomy of
the partners. The snow-flake zones model is a slight variation on the
master-slave model, using a tiered replication: The master site repli
cates data to a set of slave sites, which in turn replicate to another set
of slaves. The user and data replica zone model is a slight variation on
the replicated data zones model, adding user data to the data that are
replicated across subsets of the federation. The nomadic zones and the
free-floating zones are very similar models involving individual, inde
pendent partners with asynchronous copies of the data and metadata for
use by researchers in the field who cannot be online. The Nomadic zone
implies no interconnectivity at all; the Free-floating zone implies occa
sional connectivity and data exchange. The archival zone model implies
an offline site for backup purposes only (Rajasekar et al., 2004). The dif
ferences among these models include the degree of autonomy of each
site, constraints on cross-registration of users, degree of replication of
data, and degree of synchronization (Venugopal et al., 2006).
The federated infrastructure model facilitates powerful collaborations

that can provide simple access to a wide array of data for researchers.
But these collaborations take effort to build and nurture. Care is needed
to maintain the balance of power among partners to keep the collabora
tion and partnership going. Implied in the federated model is coopera
tive software development. Coordinating this type of development effort
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across partners is challenging but can bring a sense of ownership to the
partners. The federated infrastructure model is highly configurable and
thus is often complex and difficult to understand and support. Finding
problems, primarily with access or data synchronicity issues, can be
costly both in resources and time.

Cyber/Cloud Infrastructure
Cyberinfrastructure (or e-science in the U.K.) describes a suite of inter
net-based services around scientific information (Atkins, 2003) but not a
specific technology or implementation. Both the grid and the cloud are
strongly associated with cyberinfrastructure (Arms, Calimlim, & Walle,
2009; Berman, Fox, & Hey, 2003; Venugopal et al., 2006). Buyya, Yeo,
and Venugopal (2008) describe the grid as a set of resources—such as
supercomputers, storage systems, data sources, and specialized
devices—that may be geographically dispersed and owned by multiple
organizations used to solve large-scale, computing-intensive problems.
By integrating resources, a grid creates a "virtual platform for informa
tion" (F Berman et al., 2003, p. 9). This platform is used by a number of
cyberinfrastrucure projects that have data sharing as a core mission,
including Linked Environments for Atmospheric Discovery (LEAD), the
Network Workbench, and the Social Informatics Data-Grid (SID-Grid).
Data grids are designed specifically for distributed data-intensive appli
cations that create massive datasets by providing shared and distrib
uted data collections and specialized services for data integrity and
security (Venugopal et al., 2006). The Resource Storage Broker (Baru,
Moore, Rajasekar, & Wan, 1998), iRODS (developed at the University of
California San Diego [Moore & Smith, 2007]), and the NERC DataGrid
(Hey & Trefethen, 2002) are some of the major initiatives in the area of
data grids for e-science research. The term is meant to include the
human resources needed to make the technical infrastructure function,
but the discourse suggests a technologically deterministic vision for web
services in science (Jankowski, 2007).
The cloud is defined as a distributed system of networked computers

using virtualization that allows for real-time provisioning to create the
appearance of a single computing resource when used. The amount of
computing power and/or storage provided is defined by service level
agreements between the service provider and each customer (Buyya et
al., 2008). Although this may seem to be just another cluster of grids, the
model is very different. In cloud technology, virtual nodes are created on
demand with a specific quality of service agreement that is negotiated
via Web 2.0 interfaces. Buyya and colleagues contend that cloud services
are a transformative technology. Cloud technology provides a "shared
storage system than can provide powerful abstractions for convenient,
efficient, and large-scale inter-service data sharing" (Geambasu,
Gribble, & Levy, 2009, p. 1). Yet, it is not without challenges. Geambasu
and colleagues identify three major challenges for large-scale data shar
ing using the cloud: creating a generalized and flexible data sharing
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abstraction, resolving file/element naming and data protection issues,
and resource allocation. The cloud provides technology as a service; the
two major services are Software-as-a-Service (SaaS) and Infrastructure-
as-a-Service (IaaS) both ofwhich can simplify data sharing. Software-as-
a-Service provides access to a suite of software tools, either as a monthly
or per-use cost for commercial software, or at no cost for non-commercial
software. This enables a computing environment with no capital invest
ment, few set-up costs, and no maintenance. Infrastructure-as-a-Service
provides on-demand computing cycles and data storage via a virtual
machine that can be configured to execute requests. The impact of the
cloud is not fully understood and the future is unclear. Although
Geambasu and colleagues argue that the cloud infrastructure will elim
inate the need for traditional data centers within organizations, Arms
and colleagues (2009) argue that local systems operations help to diffuse
expertise across an organization and thus will continue to be valuable.

Access and Discovery
Metadata, Ontologies, and Vocabularies
Access to and discovery of data resources require sufficient, targeted
description of the resources themselves. This description is generally
accomplished with metadata, ontologies, and vocabularies. The words
metadata and ontologies have been used in multiple ways, but it is
worth defining them briefly for our purposes. Ontologies are hierarchi
cal, formal representations of the objects that constitute a specific area
of interest (Gruber, 1995). In general, metadata has been used in infor
mation science to mean information about a particular representation of
data (a document or set of documents, a dataset, images, or similar dig
ital objects) (Duval, Hodgins, Sutton, & Weibel, 2002). A vocabulary con
sists of the properties that characterize the particular metadataset. For
example, Dublin Core, which may be the most common metadata vocab
ulary, is applied to data to describe them for resource discovery and con
tent management. It includes thirteen properties—such as title, author,
and publication data—that characterize a particular digital resource.
Metadata can be informal or maintained and created in a more struc

tured way as part of the dataset itself. Metadata can be as straightfor
ward as the date a particular dataset was generated, the creators/
custodians of the data, and the experimental or observational proce
dures that generated the data, to much more complex information about
potential uses, geographic location of the data, its quality, or its state of
completeness. Some metadata are also used to describe the kinds of web
services that generated and maintain the dataset, associated tasks, and
previous uses by others. Metadata can be human-generated or automat
ically generated and can be intended either for human use or for use by
automated processes. Scientific communities, national scientific bodies,
and international scientific organizations have all created metadata
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standards for datasets; their complexity and use depend extensively
upon the expense and resource-intensiveness of the data collection pro
cedures. The integration of standards is necessary to make workflows
and resources reliable and discoverable. Lack ofmetadata is cited as one
of the major barriers to data sharing because it affects both machine-
readable processes and human searching (Wright, 2009).
Ontologies are more complex because they purport to offer a closer

match to the real world than do metadata. Ontologies offer a structured
view by representing more information in the form of types, properties,
and relationships. The terms that actually constitute the ontology may
vary widely, but the purpose of ontologies is to model concepts for a spe
cific domain.
A key issue with metadata and ontologies, with respect to data shar

ing, is the sheer diversity of both and the lack of common vocabulary
among the different systems, which hinders compatibility. How should
we differentiate among types of metadata? One typology of metadata
from the digital library field comprises administrative, structural, and
descriptive metadata. Administrative metadata describe the data neces
sary to manage the digital object and include such data as terms and
conditions of use, provenance, and technical data (file format, data
schema, etc.). Structural metadata make the object usable, such as file
sequencing and time-based data and file interrelationships. Descriptive
metadata include data about the intellectual content, such as creator
name, title, and description (Schwartz, 2000). Rajasekar and Moore
(2008) developed a layered architecture to characterize metadata: 1) ker
nel metadata is the most basic metadata that includes information
about how the metadata is organized, information about catalogs, infor
mation about how two sets of metadata can be interoperated, and so on;
2) system-centric metadata contain systemic information including data
replicas, location, size, ownership, access control information, the use of
resources (computation platforms used for deriving the data, methods
used, etc.), and information about users and storage resources; 3) stan
dardized metadata include metadata that implement agreed-upon gen
eralized standards (such as Dublin Core, MARC [MAchine-Readable
Cataloging, a standard data format for bibliographic information
exchange], and METS [a standard for encoding metadata in digital
libraries]); 4) domain-centric metadata include metadata that imple
ment agreed upon standards inside (and possibly across) scientific disci
plines such as FITS (Flexible Image Transport System, a data standard
for the transfer of astronomical data), FGDC (Federal Geographic Data
Committee, pertains to the transfer of geospatial metadata), and AIML
(Artificial Intelligence Markup Language); 5) application-level metadata
include information that is particular to an application, experiment,
group, or individual researcher and may include creation or derivation
notes by individual researchers.
Provenance is an important category of metadata that tracks the

steps used to derive the data from their origins to their current state
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(Buneman, Khanna, & Tan, 2000). Also known as lineage, provenance is
an audit trail from data creation to final state, a record of each migra
tion, transformation, and/or process applied to a set of data (Pearson,
2002). Provenance data have no metadata standard and have been rep
resented as graphs, semantic networks, and entity relationships (Bose,
2002). In data sharing, whether generalized or domain specific, data
provenance is difficult to collect, convey, and preserve. Defining the data
required to prove provenance is specific to each data type and/or domain.
Although much of the research is focused on describing data for sharing,
it is also an important component to preserving data. Understanding the
full history of a dataset and describing its transformations is a primary
function of a digital archive. Without provenance data, objects cannot be
considered preserved (Chen, 2004).
Developing appropriate and effective ontologies is an essential but

often thankless task (Saltz, 2002). Domain specific provenance schemas
are being developed—SNOMED and LOINC for medical research (Saltz,
2002) and Karma for atmospheric research (Plale, Ramachandran, &
Tanner, 2006; Simmhan, Plale, & Gannon, 2005, 2006) are cases in
point. But a more generalized solution is needed. Self-describing data
and the software to process those data are not yet realities (Bose & Frew,
2005). Chimera, a prototype generalized data provenance system, has
attempted to abstract data representation by using types, descriptors,
and transforms. Types provide an abstraction layer for semantic con
tent, the format of the physical representation and the format's encod
ing; descriptors define an interpretable schema that defines the
data—number of files, types of files, and so forth; and forms are a
generic, typed abstraction for computational procedures (Foster, Vockler,
Wilde, & Zhao, 2002). Although many research efforts have focused on
acquiring and presenting provenance data seamlessly, how such meta
data are applied and used in practice and how the presence of structured
and searchable metadata influences and facilitates data sharing is still
under investigation (Niu & Hedstrom, 2008).
One highly successful case of scientific metadata and their uses is the

Flexible Image Transport System. First developed in the 1970s as a for
mat for file exchange of astronomical data, it became widely used as a
machine-readable format for online data that can be read and analyzed
by data analysis software. FITS also contains a human-readable ASCII
component that allows users to investigate a file of particular interest
fairly readily. FITS is endorsed by NASA and the International
Astronomical Union. A working group at NASA is responsible for regu
lar updates to the content and structure of FITS.

Data Access

Within the context of data sharing, data access is defined as the process
by which a researcher can obtain data in order to act upon them. The
most challenging technical issue is actually how to deliver large, often
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petabyte, datasets to researchers over networks with insufficient band
width (Gray, Liu, Nieto-Santisteban, Szalay, DeWitt, & Heber, 2005).
Lubell, Rachuri, and Mani (2008) define a taxonomy of access scenarios
for data collections—reference, reuse, and rationale. Reference is the
ability to read the digital object; reuse is the ability to modify the digital
object in an appropriate system environment; and rationale, the highest
level of access, is the ability to explain any decisions that are made about
the content of the digital object. In order for researchers to be able to ref
erence and reuse data, they must have access.
Three models of data access have emerged: moving the data to the

tools; moving the tools to the data; and building virtual views and
dynamic access. Moving the data to the tools was the first model. Before
organized data collections developed, data were shared by moving the
data from the data owner's computer to another researcher's computer
via email, FTP, Network File System (NFS), and other simple technolo
gies (Birnholtz & Bietz, 2003; Gardner et al., 2003). As early data col
lections developed, this first model was prevalent. It was simple to
implement and allowed the researchers to use their preferred tools
within their own computing environments. Over time, both the size of
datasets and the use of the collections grew, resulting in longer down
load times and increased demands on the collections' network infra
structure (Arms et al., 2009).
With the expansion of data collections, a second model has developed.

Rather than moving the data to the researcher, the software tools are
moved to the data (Arms et al., 2009; Gray et al., 2005; Michener et al.,
2005; Myers et al., 2005). The tools can be specific to a data format, such
as mesoscale weather analysis (Droegemeier, Gannon, Reed, Plale,
Alameda, Baltzer, et al., 2005), or specific to a function, such as spatial
mapping (Michener et al., 2005). The number of tools is proliferating,
raising yet another discovery issue: How do researchers find the right
tool for their needs? Many data collections provide a discovery portal for
the tools that they offer (Myers et al., 2005). Providing a generalized
infrastructure for tool delivery is a new research stream with emphasis
on data conversion and integration (Myers et al., 2005; Schuchardt,
Pancerella, Rahn, Didier, Kodeboyina, Leahy, et al., 2007).
A third model is evolving: data integration. This consists of providing

the infrastructure to build new, dynamic data resources on demand by
creating virtual views of slices of different data collections. Twomethods
are emerging; one uses schema mapping and the other semantic anno
tations and ontologies. The schema mapping method focuses on replica
tion, synchronicity and constraint issues of dynamic data exchange
between collaborating researchers. Arenas, Kantere, Kementsietsidis,
Kiringa, Miller, Mylopoulos, and colleagues (2003, p. 54) refer to map
pings between seemingly unconnected databases as "mediation across
multiple worlds" that can apply rules to check automatically for data
consistencies and infer new constraints. Ives, Khandelwal, Kapur, and
Cakir (2005) suggest that trust policies could specify the conditions
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under which a database is shareable and could score the incoming data
based on perceived quality or relevance. These scores would then be
used to reconcile conflicts. Like other rules-based processing, schema
mapping requires a significant investment to build the necessary rules.
The second method for an infrastructure for data integration uses
semantics mediation to link datasets to ontologies explicitly. The seman
tic annotations are used to drive a knowledge-based data integration
service that performs a series of integration transformations, such as
scale resolution and geographic projection reconciliation, as well as data
mining services, such as sampling data to create vectors with layers
associated with an occurrence point. Ontologies built for data integra
tion can have multiple purposes, such as thematic searching and meta
data creation (Michener, 2005). Developing automated tools to build the
ontologies and generate variable-names metadata in datasets that lack
attribute-level metadata is ongoing (Jaiswal et al., 2006).
Metadata and ontologies function as identification for data; but sus

tainable access to data requires a method for providing persistent iden
tification (Helly, Elvins, Sutton, & Martinez, 1999; Helly, Elvins, Sutton,
Martinez, Miller, Pickett, et al., 2002; Lubell et al., 2008; Rajasekar et
al., 2004). That is, sustainable access requires a unique, permanent,
location-independent identifier for a network-accessible resource, which,
using the language of the World Wide Web, is commonly known as a
Universal Resource Identifer (URI) (World Wide Web Consortium,
2001). The URI is a generalized concept that is implemented in a num
ber of different schemes: Persistent URLs, Digital Object Identifiers,
and many others. In general, a Universal Resource Locator (URL) can
not be a persistent identifier because it conflates two important but sep
arate functions—item location and item identification. By separating
location from identification, URIs help avoid the problem of broken
links. URIs are generally implemented as URLs that require a multi-
phased resolution process. Figure 6.1 shows the generalized model of
this process (Harvard University Library, 2003). The first level resolu
tion is to find the right resolution server. Once the resolution server is
located, the second level resolution finds the resource. The second phase
of the resolution is relatively simple. The resolution service uses a data
base that stores both the persistent ID and a location of the object (usu
ally in the form of a URL) to redirect the http transaction using the
location URL. As the problem of persistent identification of digital
resources has become more prominent, a number of competing URI
schemes have been developed.
The Online Computer Library Center (OCLC) uses a PURL—a per

sistent URL. This technology is similar to the Harvard persistent iden
tification system but with a different syntax (Shafer, Weibel, & Jul,
2001). With funding from DARPA, the Corporation for National
Research Initiatives (CNRI) created another unique persistent identifier
syntax, the Handle System. The Handle System is an open source,
downloadable technology specification with a set of open protocols and a
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Figure 6.1 Harvard University's Name Resolution Service.

namespace (www.handle.net). The DSpace digital repository system
uses Handle to identify its contents uniquely and persistently. The
International DOI Foundation developed the semantics for the Digital
Object Identifier (DOI), which has been implemented using the Handle
syntax and resolution system (www.doi.org). Although the DOI specifi
cation was originally developed by publishers of electronic information
to provide persistent and controlled access to journal articles, DOIs are
often used to cite data in experiments and in provenance schemas
(Simmhan, Plale, & Gannon, 2005). The California Digital Library has
developed the Archival Resource Key (ARK), which provides access to a
digital information resource. The ARK is architected to deliver three
parameterized services: the digital object metadata, digital object con
tent files, and a commitment statement made by the owning organiza
tion concerning the digital object (Kunze, 2003).

Data Discovery
Data discovery needs for data collections are both general and specific.
The problem is "finding both needles in the haystack and finding very
small haystacks" (Gray et al., 2005, p. 34). Researchers need a query
interface that allows for a general overview of the complete collection to
understand the breadth and depth of the data available. Beyond the gen
eral view, the data discovery system within a data collection commonly
allows queries by subject terms, by data creator, and by data format, as
well as by a more general set of terms (Treloar & Wilkinson, 2008).
Domain specific ontologies are beginning to be used for concept-based
searching (Jaiswal et al, 2006; Michener, 2005). Other types of discov
ery are emerging, such as geographic and spatially oriented searches
and navigating provenance trees (Myers et al., 2005). Although
researchers have indicated an interest in discovering data across
domains, data sharing that crosses such boundaries is inhibited by the
innate differences in the information-seeking behaviors of researchers
within those different domains as well as the disparate vocabularies
used (Kingsley, 2008; Treloar & Wilkinson, 2008). Parsons and Duerr



274 Annual Review of Information Science and Technology

(2005) contend that data discovery interfaces require multiple views
based on the designated user community in order to minimize unantici
pated, inappropriate use of data.
Many of these data collections provide discovery services through

a portal (Ruusalepp, 2008). A metadata portal is an internet site that
provides an integrated access interface to distributed information
resources (Myers et al., 2005; Schindler & Diepenbroek, 2008;
Wright, 2009). Portals are also used for cross-domain searching
(Treloar & Wilkinson, 2008). Portals can reduce the complexity of the
underlying infrastructure for researchers. In distributed search
infrastructures, every data provider has a separate metadata catalog
and search interface; a domain portal can create a unified interface
by federating searches and integrating result sets (Schindler &
Diepenbroek, 2008). Although some projects use the library-oriented,
client-server protocol Z39.50 to support federated searching (Altman,
Andreev, Diggory, King, Sone, Verba, et al., 2001; Schindler &
Diepenbroek, 2008), the U.K.'s Joint Information Systems Committee
(JISC) recommended the A9 OpenSearch specification, a Web 2.0
technology for sharing search results as syndications and aggrega
tions, in its most recent report on portal development in e-science (Allan,
Crouchley, & Ingram, 2009).
Portals used to harvest data from a wide variety of sources, and then

integrate those beyond the original scope of the data collection, are
emerging (Ruusalepp, 2008). The primary technology for this harvesting
is the Open Archives Initiative Protocol for Metadata Harvesting (OAI-
PMH), a simple, six-step protocol for metadata exchange (Duke, Day,
Heery, Carr, & Coles, 2005; Jaiswal et al., 2006; Schindler &
Diepenbroek, 2008). As a simple protocol, OAI-PMH is difficult to imple
ment in a multifaceted data environment because Dublin Core is the
only natively supported metadata format, creating difficult choices when
mapping complex data streams. Consider the following OAI-PMH data
mapping example from a crystallography data collection project:

[The] duality of the role of data contained within the data files,
which at times was part of the data, but at other times fulfilled
the role of exchanged metadata, or simply additional informa
tion displayed to a user, made discussion and reconciliation of
views difficult, particularly at the initial stages when a com
mon ground of understanding between the different partners
was still being established. (Duke et al., 2005, p. 52)

To resolve the issues of mapping complex data into a simple data
structure, the Open Archive Initiative has developed a new data repre
sentation protocol specifically for complex data objects, the Object
Exchange and Reuse, commonly referred to as OAI-ORE (Lagoze & Van
de Sompel, 2007). The OAI-ORE was designed to make the information
within a complex object discoverable, reusable, machine readable, and
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actionable (Cheung, Lashtabeg, Drennan, & Hunter, 2008). Complex
data objects are composite objects; that is, they consist of multiple inde
pendent data objects such as a binary dataset, a set of TIFF images, and
a text document. The OAI-ORE protocol uses named graphs to describe
the relationships among the many parts of a complex object. Each indi
vidual data object (a node) has one or more relationships (arcs) to other
objects. Nodes and arcs are web resources and have URIs. Each element
can be reused and recombined to make new named graphs, meaning
that a dataset can be linked to multiple published and working papers
with minimal duplication of data (Cheung et al., 2008). The Center for
Embedded Networked Sensing (CENS) used the OAI-ORE protocol to
provide interoperability for its content (Borgman, Wallis, Mayernik, &
Pepe, 2007; Pepe, Borgman, Wallis, & Mayernik, 2007).

Data Security
Data security refers to the "protection of data from accidental or inten
tional but unauthorized modification, destruction or disclosure through
the use of physical security, administrative controls, logical controls, and
other safeguards to limit accessibility" (U.S. Social Security
Administration, 2009, para. 10). Securing data collections may involve
ensuring against corruption of content (integrity), safeguarding privacy
(anonymity), or verifying users' identities (authentication) (Venugopal et
al., 2006). Securing content against corruption is a matter of ensuring
the fixity of the data object and is a responsibility of the data repository.
Authentication—verifying the identities of those using a system or a
dataset and determining the functions that the authenticated person is
allowed to perform—is based on the role that a person has within the
context of that data sharing system or a set of rules about the dataset
itself. Personal identity authentication could be managed at the collec
tion level, at the storage level, or at the home institution of the person:
The collection could manage a control list of each person allowed to
access the data (Rajasekar & Moore, 2008); a storage cloud could secure
the data by requiring an encrypted signature as certificate of autho
rization (Geambasu et al., 2009); the home institution of an individual
could authenticate the person and then pass a token to the collection
as a certificate of authorization using a system such as Shibboleth
(Scavo & Welch, 2007). Roles-based authorization defines a prescribed
set of behaviors or functions that can be performed within a system
such as resource discovery, resource acquisition, data upload, or meta
data creation. These behaviors have associated polices that define the
relationship between the authenticated person and the authorized
behaviors (Jin & Ahn, 2006a). Within data collections, the behaviors
are tied to specific data, creating a hybrid approach to authorization
(Jin & Ahn, 2006b).



276 Annual Review of Information Science andTechnology

Human Infrastructure
We use this term to discuss many of the social, cultural, and ethical
issues that arise around data sharing and how these are managed
through policy and practice. Human infrastructure encompasses policy-
related issues and scientific practice, although some of these ideas have
been discussed elsewhere in this chapter as appropriate.

Policy
Policy on data sharing and use is a broad topic. Arzberger, Schroeder,
Beaulieu, Bowker, Casey, Laaksonen, and colleagues (2004) articulate
three domains that govern policy making and enforcement: the govern
mental, institutional, and cultural. The levels at which policy is made
and enforced encompass national and international standards and
agreements, institutional and other data repositories, guidelines at spe
cific institutions where research data are generated and housed, and
journal standards for publication of research data and results. In the
U.S., for example, the National Institutes of Health (2003) requires
grant applications of greater than $500,000 to submit a plan for data
sharing. Many journals routinely require publishing researchers to sub
mit their data to standardized repositories, complete with metadata
(examples include the Proceedings of the National Academy of Sciences
and Molecular and Cellular Proteomics, which has been requiring data
submission since 2004). Professional societies such as the Microarray
Gene Expression Data Society also promote data sharing by requiring
researchers to submit their primary data to a public repository and pro
vide a checklist to help achieve this goal. Such journals and societies
have policies for ensuring privacy of the research data, including secu
rity mechanisms and de-identification of personal data.
Universities and other research institutions have developed a range

of policies in the realm of data sharing in response to a variety of pres
sures. Institutional Review Boards (IRBs) in the U.S. and Research
Ethics Boards (REBs) in the U.K. that govern human subjects research
are a major influence. These entities place strictures on how data should
be managed, stored, and shared to maximize benefit and minimize risk
when human subjects are involved in research. These policies create
incentives for data sharing but also introduce potential conflicts that
inhibit it (Piwowar & Chapman, 2008).

Privacy
In the past, most data with highly personal information, primarily medical
data, were simply not shared or were de-personalized by removing names
and addresses (F. Berman et al., 2003). But even with de-personalized
data, it is possible to identify individuals by triangulating multiple
datasets. New techniques are being developed to de-indentify individuals
in datasets through different automated anonymizing software tools
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including population-density-based Gaussian spatial blurring (Cassa,
Grannis, Overhage, & Mandl, 2006) and the k-anonymization algorithm
that ensures each record is indistinguishable from the others (Bayardo
& Agrawal, 2005).
Data mining tools can be used to circumvent these operations. For

example, a recent study found that some genomics data and research
papers could be mined to reveal the identities of genetic disease patients
even though data had been de-identified in genome-wide analysis studies
(Kaye, Heeney, Hawkins, de Vries, & Boddington, 2009). Anonymization
and informed consent are often used to protect the identity of research
subjects, but both are problematic in the data sharing context. DNA, for
instance, is a unique identifier; it is almost impossible to completely de-
identify DNA and doing so would potentially make the research less use
ful. Informed consent protocols routinely take into account the uses of
de-identified data but few consider the implications of aggregation for
data sharing (Karp, Carlin, Cook-Deegan, Ford, Geller, Glass, et al.,
2008).
Geographical information systems (GIS) provide another case of data-

intensive technologies that illustrate some of the pitfalls associated with
individual and demographic identification. Although individuals are not
identifiable through GIS spatial coordinates, the potential for data min
ing and the aggregation of data may make sensitive data more visible.
In particular, with aggregated GIS data, there is potential for racial pro
filing, redlining, and other potentially undesirable ways of segmenting
social groups.

Ownership
Few financial rewards exist for sharing information; GIS layers are a
potential commodity and thus create intellectual property dilemmas. A
significant amount of GIS information is created by government agen
cies at local, state, and federal levels, which in the context of U.S. law
and policy might suggest that GIS information should be freely shared
because it is funded through public monies. However, many agencies are
reluctant to share public data, knowing that private entities could
potentially profit from public information while not sharing their own
data. It is also unclear whether GIS data count as a public good in the
same manner as other state-held resources. This creates concerns about
how GIS should be used for commercial purposes.
Data sharing practices in science vary greatly. Intellectual property

rights and the fair use of data remain problematic concepts for the shar
ing of scientific data. Because datasets are not formal publications or
raw facts and are copyrighted but in the public domain (if generated
with federal funds), they occupy a gray area in the arena of licensing and
use restrictions and have not been governed by extant intellectual prop
erty regimes. Indeed, whether datasets are facts or publications is still
contested in copyright law. One model from the Massachusetts Institute
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ofTechnology is the Science Commons, which takes a Creative Commons
licensing approach to scientific data and indeed, uses the Creative
Commons infrastructure. Scientists can use Science Commons to estab
lish rights of attribution, sharing, and commercial/noncommercial use
for datasets and other scientific data. Science Commons is not yet widely
used or integrated into data repositories, although numerous projects
exist as proof-of-concept, especially in the neurosciences.

Trust

Many factors affect the "quality" of data, which in turn influences how
and when data are reused. One key element is the role of trust that
researchers have in particular datasets. Extensive literature exists on
the role of trust in data and its importance for data sharing, but there
also has been a great deal of interest in the role of trust in the use of dig
ital information, particularly in the context of digital libraries (Van
House, 2002). The formal publication system eases some concerns
through the process of peer review, as do the larger research collections
with their vast resource-laden mechanisms for vetting data; trust in
community-level collections, however, is not necessarily managed in the
same way. For example, Van House, Butler, and Schiff (1998) describe
two intermediate processes through which researchers in the environ
mental sciences decide whether to trust the quality of environmental
datasets. First, these researchers take into account the scientific
processes that were employed in creating the data. However, this condi
tion, although necessary, is not sufficient. How data are collected and
interpreted can be consciously or unconsciously biased by the creators,
they argue. Thus the second criterion by which data trustworthiness is
assessed is the personal and professional reputation of the individual,
group, or organization that generated the dataset. Researchers often
argue that they know how trustworthy data will be, based on the pro
fessional reputations of the creators (Shankar, 2007; Van House et al.,
1998). These trust-building and credibility measures cannot be univer
sally prescribed or formally built into digital data repositories; they are
local, contingent, and fluid and are as much about the social conditions
under which the data were generated as any qualities inherent in
research design and method (Kelton, Fleischmann, & Wallace, 2008).

Local Practice Effects
The field of genomics (the characterization and sequencing of whole
genomes of organisms) is one area that is widely cited as an exemplar of
data sharing. Much of this has been driven by the need for large num
bers of samples and declining costs and greater efficiencies of sequenc
ing (Kaye et al., 2009). Funding agencies have made data sharing a
requirement of financial support (Nelson, 2009; Schofield, Bubela,
Weaver, Portilla, Brown, Hancock, et al., 2009). There are also extensive
non-financial incentives for researchers to share data (Research
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Information Network, 2008). Because the sequencing of a genome and
its widespread acknowledgment by others generates credit for the
sequencing laboratory or group, data sharing enhances reputation.
Strong data description standards (with a limited and easily used meta
data schema), limited data types, journal policies that require submis
sion to repositories as a condition of publication, and a narrow scope of
users (generally, other genetics researchers who are trained to use the
data) further promote data sharing. Birnholtz and Bietz (2003) argue
that genomics and similar disciplines where data sharing is relatively
straightforward and routinized are characterized by low task uncer
tainty and the mutual interdependence of researchers. The relatively
small community of genomics researchers agree on what the research
problems are in the field, what kind of data are needed to address them,
and the methods by which the data are produced; they rely on each other
to provide such data. Few studies have been conducted in other disci
plines, so it is not clear if this phenomenon is domain-specific.

Evaluation
Data repositories of all types are resource-intensive operations and rep
resent substantial investments of time and money. It stands to reason
that they require systematic evaluation for multiple reasons—the value
of building the system, its usefulness and usability, importance to
researchers, and other metrics. Some of these metrics are quantitative,
others more interpretive. They represent the goals of different stake
holders in the data-sharing process. In short, evaluating the impact of
data repositories and data sharing requires complex, extensive, often
longitudinal study. Hilgartner and Brandt-Rauf (1994) argue that many
studies of scientific practice have traditionally sidestepped data sharing
as an explicit research problem.
However, this lacuna has since been addressed through numerous

mixed-methods case studies of data access and use in cyberinfrastruc
ture (Baker & Bowker, 2007; Karasti, Baker, & Halkola, 2005; Ribes &
Finholt, 2007; Sonnenwald, Whitton, & Maglaughhn, 2008), scholarly
communication in research collections (Palmer, 2005), and institutional
repositories (Davis & Connolly, 2007). Many of these studies have been
qualitative in nature and have emphasized local practices that emerge
and shape the design and use of these resource-intensive infrastruc
tures, often for the purpose of more effective design. Other recent turns
include a call for more policy analysis, particularly with respect to insti
tutional and systemic issues that influence practice (Olson, Zimmerman,
& Bos, 2008). More comparative studies across disciplines and infra
structures are needed, as well as case histories of successful and unsuc
cessful data sharing.
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The Future
Emerging technologies are being incorporated into infrastructures for
sharing scientific data. Web 2.0 services are being built into generalized
web services for e-science. RSS feeds (known as Really Simple
Syndication or Rich Site Summary) can notify scientists of new data
added to a database or of new data created by remote sensing equip
ment. Mash-ups, usually implemented as a client-side, data overlay ser
vice, can be more complex server-side services providing new methods of
aggregating multiple sources of data into ad hoc applications (Fox,
Guha, McMullen, Mustacoglu, Pierce, Topcu, et al., 2009; Geambasu et
al., 2009). Web 2.0 services have been created to explore species distrib
ution patterns, apply clustering algorithms, and integrate with GIS sys
tems in a general workflow engine (Zhang, Altintas, Tao, Liu,
Pennington, & Michener, 2006). Fox and colleagues (2009) are using
Web 2.0 technologies to create small portable web services for database
updates, data annotations, user management, and access rights.
Infrastructure to create ubiquitous computing with transparent data
exchange using wireless ad hoc peer-to-peer communications on smart
phones and personal digital assistants (PDAs) is becoming widely avail
able (Heinemann, Kangasharju, Lyardet, & Miihlhauser, 2003).
Building on these standards, systems to use ubiquitous computing infra
structure for collecting remote sensing data are being deployed (Chen &
Kotz, 2001).
Web 2.0 is also being utilized in other ways, primarily by the user

community. Contemporary science is influenced by competing impulses
that permeate the daily work practices of scientists and the institutions
in which they work. One such impulse is the need to share research
results, data, and tools to promote greater impact of research, leverage
scarce resources, conduct longitudinal studies, apply new analytical
tools to existing datasets, and verify and refine the results of other
researchers. Data sharing also has the potential to foster multidiscipli-
nary research. The other, conflicting impulse has to do with concerns
related to misuse of data, inappropriate or insufficient citation, or the
desire to sequester data for the purposes of commercialization. In the
scientific publication arena, these competing forces have engendered
national and international discussions as well as a thriving open access
movement (Willinsky, 2006). Proponents of open access argue that pub
lishing in open access journals creates wider dissemination of results for
other researchers and provides greater value to the general public, which
funds most research in the U.S. Advocacy groups for greater taxpayer
access to scientific research, librarians, and even national governments
and the United Nations support open access. However, commercial pub
lishers and other critics of open access have argued that there is little evi
dence of its merits. They contend that most people can access the
literature they need, that open access would place undue burdens on
researchers in some fields, and that it would not be economically viable.
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Most recently, discussion has trickled down to the primary scientific
data. As has been noted, although government agencies directly or indi
rectly sponsor a significant portion of basic scientific research, little
research data is publicly accessible. Thus, the practice of science comes
into conflict with its often-expressed ideals of openness, shared data,
intellectual rigor, and verifiability. Advocacy groups and other stake
holders contend that open access to data promotes greater use of
research data, not just by scientists but also by health care providers,
individuals, and nonprofit organizations (Zuccala, 2009). However, con
temporary science and its commercialization have been built upon the
protection of data and records as forms of intellectual property that are
closely held by the scientific community. In response to these challenges,
scientists and organizations are building upon the open access move
ment to develop an approach to open research that respects intellectual
property concerns. In the spirit of Free/Libre Open Source Software,
many scientists are using portals, wikis, and blogs to share their work
flows, datasets, and other preliminary research products.
A more radical approach is one in which all data and research are

made publicly available from the outset:

By [Open Notebook Science] I mean that there is a URL to a
laboratory notebook that is freely available and indexed on
common search engines. It does not necessarily have to look
like a paper notebook but it is essential that all of the infor
mation available to the researchers to make their conclusions
is equally available to the rest of the world. Basically, no
insider information. (Bradley, 2006, para. 5)

This is different from open access science as discussed in the intro
duction, which emphasizes access to published journals through institu
tional repositories and other mechanisms, but builds upon a similar
spirit of sharing. Although, for numerous reasons, Open Notebook
Science is not yet widespread, it presents an intriguing new approach to
scientific research with implications for data sharing, the development
of institutional repositories, e-science and e-social science, cyberinfra
structure use, and national/international policy on data in science.
Studying data sharing from the perspectives Open Notebook Science
offers for collaboration, access, and ease of data management will be
important to understanding current bottlenecks in access to data, veri
fiability, and the development and use of data repositories.
Lesk (2008) contends that a new professional field, data curation,

needs to be created. Parsons and Duerr (2005) use the term data stew
ardship. Data curators or stewards would work with data creators to
develop practices and skills to preserve data. Each scientific domain
would not need to develop these in a vacuum but could use the data
curator's professional skills in database design, digital forensics, and
quality assurance. This new profession should have a reward system
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that demonstrates the value of the field including conferences, journals,
academic credentials, and standing within their organization for the
data curators and academic rewards for the scientists who deposit and
preserve their data (Lesk, 2008; Research Information Network, 2008).
An important arena of ongoing discussion and research on data shar

ing is the development of sustainable funding models for data archiving.
Understandably, costs vary widely based on data and file formats,
required metadata, security needs for limiting access to sensitive or pri
vate data, and ramp-up costs for initiating a new repository (Beagrie,
2006). Ingest and initial archiving tasks are generally the most expen
sive; the maintenance of the archive over time may become less expen
sive with reduction in costs of memory and computing power. Lesk
(2008) contends that the preservation, persistence, longevity, and man
agement of data are all tightly coupled with access; funding for preser
vation and curation activities will be based on the perceived usefulness
and accessibility of the data. This is not surprising. There is usually a
direct relationship between the cost of metadata creation and the bene
fit to the user: Describing each item is more expensive than describing
collections or groups of items but clearly more useful for data discovery
(Duval, Hodgins, Sutton, & Weibel, 2002). Creating sustainable funding
that does not respond to short-term pressures but, instead, is predicated
upon long-term data need and use is challenging (Interagency Working
Group on Digital Data, 2008). Career- and grant-related incentives to
produce and develop sound data management plans are part of these
challenges.
The 2009 award of the Nobel Prize in Economic Sciences to Eleanor

Ostrom suggests another approach to distributing costs: the model of the
commons. Ostrom's work demonstrates some of the failures of market-
based approaches to governing public goods and highlights successes of
information commons (Hess & Ostrom, 2009). Given the complex incen
tive problems we have already described and a globalized intellectual
property regime that complicates data reuse, the self-archiving com
mons model is probably insufficient. However, positive incentives for
self-archiving have been demonstrated to be useful in some domains
such as microbiology (Dedeurwaerdere, Berleur, Nurminen, &
Impagliazzo, 2009). Incentives include greater public exposure, faster
publication times, and reduction of costs for publication and access. Case
studies of sustainability and cost issues show that a single approach sel
dom works. Instead, hybrid strategies that incorporate in-kind support
from host institutions, revenue generation, volunteer and community
labor, cost-control mechanisms, and a long-term commitment to keeping
resources accessible are essential to a successful model. Achieving bal
ance is not simple (Maron, Smith, & Loy, 2009).
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Conclusion
This exploration clearly suggests that there are many gaps in the vari
ous literatures that constitute research and practice in data sharing and
no clear way of harmonizing what is known and what is not. Both prac
tical and theoretical questions arise from the consideration of data shar
ing. On a practical level, numerous stakeholders are interested in
making scientific data re-usable through the development and imple
mentation of repositories; metadata schema; standardized vocabularies;
and interfaces for relatively straightforward ingest, management, and
access. Still more stakeholders are concerned about the policy implica
tions of data sharing (or lack thereof) and are concerned with barriers to
and incentives for doing so, the latter often implemented through nor
mative measures and ethical training. And yet another group considers
data sharing and access as forms of exchange that underpin and illumi
nate the daily workings of science as well as the broader political econ
omy of this essential form of knowledge production. And of course, there
are broad overlaps among these communities of interest.
Research has been global in nature for decades, but the ease with

which data can move across national boundaries, the existence of com
peting (and often conflicting) legal regimes around its use and owner
ship, and the importance of preserving scientific data for longitudinal
research mark this period of scientific research. The globalization of
research is being fostered by and is in turn fostering greater research
and policy making on e-science/digital infrastructures, legal and policy
regimes, and calls for change in scientific practice. For these reasons, it
is especially critical that research and development on data sharing be
at the forefront of the consciousness of those who are most affected by it
and have the most to gain or lose: policymakers, technologists, the pub
lic, and scientists themselves.
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